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Executive Summary

Systemic security risk is a concrete operational challenge in enterprise
software, where interconnected workflows, dependencies, human activity and
malicious actors can allow errors or attacks to propagate. Traditional reactive
measures — patching, perimeter defences and incident response — while
essential, are no longer sufficient. Adaptive demonstrates that embedding
security into architecture, operational processes and verification transforms
risk management into a proactive, measurable practice.

This paper serves two primary audiences:

1) Tech: CTOs, CISO, ClIOs and Chief Architects

2) Business: COOs, CROs, CFOs, CCOs, CDOs, Head of Operations, Head of
GRC and Head of Internal Audit

The table below outlines how each group can use this document.

TECH BUSINESS

Key-Based 2FA Risk Mitigation, Risk Registers & Auditability

Tenant and Module Isolation Workflow Continuity

Minimal Dependency Footprint | Operational Visibility

SessionlD Management Shadow Invoicing & Approval Flows
Attack Surface Reduction Scenario Analysis & Customisable Dashboards
Dependency Tracking Dependency Tracking

Through isolation, craftsmanship, controlled integration and operational
clarity, both technical and business teams can monitor workflows, enforce
access controls and make informed decisions, while maintaining accountability.
Continuous observability, dependency tracking, audit trails and scenario
analysis provide verifiable evidence that risks are contained and systemic
resilience is achieved. Security becomes a living part of enterprise operations,
integrated into every workflow and decision, not a post hoc add-on.
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Adaptive complements existing perimeter security and standard policies, by
designing systems from both top-down and bottom-up, embedding risk-
aware operational controls throughout.

Ultimately, systemic security is a design choice, a practice, and a verifiable
outcome. Organisations that prioritise these principles can prevent inadvertent

errors from propagating, maintain operational continuity and achieve both
resilience and strategic confidence.
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Section 1: Introduction and Context

Security engineers already follow well-established norms: maintaining
perimeter defences, applying patches, managing access controls, monitoring
events and adhering to compliance frameworks. These practices are
foundational and remain essential; nothing in this paper suggests they are
obsolete or unnecessary. Rather, our aim is to complement these established
controls with additional insights that address the structural, behavioural and
systemic risks that often escape conventional tooling. Adaptive’s approach
enhances — it does not replace the standard security discipline that
experienced professionals already recognise.

In an era where enterprise software drives the backbone of global business
operations, security cannot be an afterthought. Traditional approaches often
focus on individual vulnerabilities, patch cycles or perimeter defences. While
these measures remain necessary, they are insufficient to address systemic
risk — the risk that a failure or compromise in one part of a software
ecosystem can cascade across multiple modules, workflows or even entire
organisations. Adaptive’s philosophy recognises that systemic resilience must
be architectural, operational and measurable, rather than reliant on reactive
fixes.

The Global Financial Crisis (GFC) provides a clear analogy. Financial institutions
were tightly interconnected: when one major institution failed, the
consequences rippled through markets worldwide. Similarly, in software
ecosystems, shared databases, third-party libraries and interconnected
modules create pathways for threats to propagate. A breach or
misconfiguration in a single module can impact multiple clients, disrupt
operations and expose sensitive data across the enterprise.

Modern enterprise environments face an array of interconnected threats:

= Ransomware attacks that exploit vulnerabilities across modules

= Business Email Compromise (BEC) that leverages human and system
weaknesses

= Supply-chain attacks originating in third-party dependencies or
integration points

= Lateral movement attacks that traverse poorly segmented
environments
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Each of these illustrates how vulnerabilities propagate not in isolation but
systemically, making the organisation as a whole fragile, even when individual
modules appear secure. Conventional security practices, including patch cycles,
perimeter defences, or user awareness training, are insufficient to address
these challenges fully.

Adaptive mitigates these risks by embedding security directly into the
architecture and operation of all software modules. Security is not a separate
product or add-on; it is integral to every aspect of the platform. This
embedded approach follows a five-pronged philosophy that defines the
organisation’s security posture:

1. Isolation by Design: Each client operates within a fully isolated
environment, including its own database, unique encryption key and
separate software modules. This limits risk propagation and ensures that
incidents in one environment cannot affect others. External connections
are strictly controlled—limited to trusted financial institution links for
payments and a vetted key-based two-factor authentication provider

2. Controls and Permissions: Security and operational controls are
enforced at the module level. Users have access only to the areas and
functionality relevant to their roles and sensitive actions require
additional authorisations where appropriate. Every module incorporates
these principles, ensuring consistent enforcement of policies

3. Key-Based Two-Factor Authentication: Passwords/PINs are never
transmitted, stored or emailed. Users create their own PIN and they
alone control its creation and reset, which significantly reduces social
engineering risks. The PIN is entered onto a secure, on-screen keypad
that cannot be monitored by keyloggers and is combined with a visual
login verification (“access pass”) to prevent automated bot logins. If a
device is lost or compromised, strict access controls immediately limit
attempts, providing banking-grade security while keeping the user fully
in control of their credentials

4. AdaptiveMessaging: Most users do not require public-facing email.
AdaptiveMessaging provides a fully internal communication system,
connecting internal staff, clients and suppliers. It includes an inbox, sent
items, CC, BCC, folders, search and audit trails, with controlled file
sharing through AdaptiveDMS. By keeping messaging internal, and
secured with key-based 2FA, the attack surface is significantly reduced
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5. Segregation of Insider Access: Developers, system administrators and
operational staff operate in strictly segregated directories and
workflows, with no cross-access to client data. Logging and auditing are
continuously enforced, limiting the risk of insider breaches

By combining these principles, Adaptive embeds security into every module
and product — ERP, DMS, Messaging, PPPM and eCommerce — creating
operational environments that are resilient, verifiable and auditable. This
white paper presents a technical framework for reducing systemic risk in
enterprise software, offering guidance for software architects, security
engineers, practitioners aligned with OWASP principles, as well as Operational
and GRC leaders. It demonstrates that carefully engineered isolation,
embedded security, disciplined integration and continuous validation are not
theoretical constructs—they are fully operational practices that maintain
business continuity.

Ultimately, this paper emphasises moving beyond reactive security. In systems
built under these principles, unexpected events—whether cyber attacks,
insider incidents, or operational failures—are contained. Organisations do not
merely survive; they continue to operate securely, efficiently and with
confidence, underpinned by a security architecture that is as rigorous as it is
embedded.
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Section 2: Principles of Security Architecture

Effective systemic risk mitigation begins with the foundation: security
architecture designed to prevent, contain and absorb failures before they can
propagate across the enterprise. At Adaptive, this principle is realised through
a combination of isolation, embedded controls, key-based authentication,
human-speed integration and operational clarity. Each principle is not
theoretical — it is actively implemented across all software modules, ensuring
security is embedded rather than bolted on.

2.1 Isolation by Design

Isolation is the cornerstone of Adaptive’s approach to systemic risk mitigation.
Each client operates in a fully separate environment, with its own database,
configuration and encryption boundary. Unlike shared or multi-tenant systems,
this architecture ensures that misconfigurations, operational errors or security
incidents in one environment cannot affect others.

Financial workflows, user accounts and sensitive transaction data exist within
per-client isolated instances. Similarly, AdaptiveMessaging confines
communications to a client-specific environment. This separation prevents
lateral propagation of any incident, ensuring that operational continuity is
maintained even if a single environment is compromised.

Isolation extends beyond data to code and dependencies. Adaptive software is
built from the ground up and maintained entirely in-house, without reliance
on third-party plug-ins or unvetted APIs. External connections are very limited
and include secure payment links, a trusted key-based two-factor
authentication provider and just two widely recognised frameworks: Bootstrap
and a Javascript library.

By reducing dependencies, Adaptive limits supply-chain exposure and shrinks
the attack surface, giving clients confidence in the integrity of their
environment. This isolation ensures that any incident within a client
environment is contained, preserving operational continuity and system
integrity across the platform.
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2.2 Embedded Controls and Permissions

Security at Adaptive is built into every module from day one, not added
afterward. Each module incorporates fine-grained, role-based controls,
ensuring users see only the data and functionality relevant to their
responsibilities.

User hierarchy and onboarding: A superUser registers first and invites staff
one level below, who in turn can invite others, maintaining a controlled chain
of access.

File and workflow permissions: The top two levels of the hierarchy have
broader rights to add users, assign or remove permissions, sharefiles, create
or download archives. Lower levels operate within their assigned rights,
simplifying day-to-day use.

Operational simplicity and usability: Assigning or revoking rights is intuitive
and straightforward — select a person, assign or remove a right and actions
take effect immediately. Unlike many enterprise platforms, which often
require navigating multiple menus or prior experience to manage permissions,
Adaptive’s system does not require prior experience to manage permissions; it
is designed to be easy to use for any staff member, reducing training overhead
and administrative friction.

By embedding these controls, Adaptive ensures that security is both technical
and operational, reducing human error, preventing privilege creep and
maintaining clarity and resilience across workflows.

Scope of responsibility: Adaptive enforces essential security controls to
safeguard operations, while broader organisational decisions remain fully
under the company’s discretion. The platform is designed to support secure
workflows and compliance, without presuming or overriding internal
management choices.
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2.3 Key-Based Two-Factor Authentication

Differentiation from standard 2FA: Unlike conventional two-factor
authentication methods, which rely on email or SMS codes that can be
intercepted or exploited through phishing or social engineering, Adaptive’s
Key-Based 2FA places the second factor entirely under the user’s control.
Passwords or PINs are never transmitted, stored in databases, or shared
externally and users alone manage their creation and reset, significantly
reducing attack vectors.

Secure login process: PINs are entered via a secure on-screen keypad, which
cannot be monitored by keyloggers, and are paired with a visual login
verification (“access pass”) to prevent automated bot logins. If a device is lost
or compromised, strict access controls immediately limit attempts, providing
banking-grade security whilst maintaining full user control.

Embedded across modules: Key-based 2FA is integrated into all Adaptive
modules, ensuring security is enforced from the moment a user logs in, with
seamless operational workflow and role-based access applied immediately.
This design eliminates common attack vectors inherent to standard 2FA,
providing security that is both more robust and operationally reliable.

Integration with role-based access: When a client onboards, the first step is to
define the roles and permissions required for their organisation, based on the
selected software modules and operational needs. For example, a
manufacturing client might define roles such as Maintenance Manager and
Maintenance Staff. Clients name and customise all permissions to make
management intuitive, while Adaptive enforces the underlying hierarchy
principles. Once the roles are defined, each user is assigned to their role
before signing up, ensuring that at first login, the correct access rights are
automatically applied across all workflows and modules. This approach
provides secure, seamless onboarding, while maintaining operational clarity,
embedded security and intuitive management.

Operational resilience and auditability: All login attempts are logged within
Adaptive’s system, enabling clients to monitor access patterns and detect
unusual activity. Repeated failed attempts trigger alerts. Temporary throttling
and lockouts are enforced after several incorrect attempts, to prevent brute-
force access on individual accounts. If a user loses their device or PIN, a secure
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reset process that the user alone controls is available from day one, ensuring
operational continuity without compromising security. This combination
maintains both account-level protection and system resilience, while allowing
legitimate workflows to continue uninterrupted.

User experience and workflow continuity: The 2FA process is intuitive and
fast, allowing users to authenticate securely without friction. PIN resets are
self-service, thereby by-passing a key social engineering hack (asking support
to reset passwords), whilst preserving operational efficiency and maintaining
strict security standards. By combining embedded technical controls with
seamless user workflows, Adaptive ensures that security is operationally
effective and aligned with daily use.

Risk reduction: Beyond social engineering, key-based 2FA reduces exposure to
credential theft, preventing unauthorized access across modules and limiting
the potential for lateral movement in case of compromised devices. By tying
security directly to operational roles and client-defined permissions, the
system maintains both rigour and usability, demonstrating that robust security
can coexist with intuitive management.

2.4 AdaptiveMessaging and Attack Surface Reduction

All enterprise users need to communicate internally, while a subset requires
messaging with clients and suppliers. However, we estimate that 80% do not
require public-facing email: Adaptive offers a vastly more secure alternative.

AdaptiveMessaging provides a secure, internal communication platform
between teams, clients and suppliers, with inbox, sent items, CC, BCC, folders,
search, audit trails and controlled file sharing through AdaptiveDMS. By
confining messaging and file access within isolated, fully authenticated
environments, the system reduces exposure to phishing, compromised
credentials and external attacks. This internal-first approach shrinks the attack
surface whilst preserving operational efficiency.

Integration and user controls: AdaptiveMessaging is either bundled
automatically with modules or purchased as a standalone solution, ensuring
that all communications remain protected regardless of deployment scope.
Users interact within a familiar messaging interface, but with embedded
security controls: each conversation, folder and file is tied to the user’s role-
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based access and sharing is limited to authorised participants. This ensures
that sensitive communications never escape the protected environment,
eliminating the risks associated with public email or third-party chat services.

Operational efficiency and compliance: The system includes audit trails,
search and undo functions that let users correct human errors after sending,
such as editing message content or adjusting CC and BCC lists. By providing
granular access controls, AdaptiveMessaging reduces mistakes, prevents
inadvertent data exposure and supports compliance with internal governance
and regulatory requirements.

Attack surface reduction: By eliminating reliance on external email providers
and social platforms, AdaptiveMessaging removes major vectors for credential
compromise, phishing attacks and social engineering exploits. Combined with
key-based 2FA and isolated client environments, this approach ensures that
every internal message and file transaction occurs within a controlled,
auditable and secure ecosystem.

AdaptiveChat for fast, secure collaboration: AdaptiveChat replaces third-party
messaging tools, providing 1-on-1 and group chats with file sharing and a full
audit trail. Designed for efficiency, it eliminates clutter and delays common in
other platforms, allowing teams to communicate quickly without unnecessary
distractions. For example, select multiple messages to delete at once, without
leaving ‘deleted’ in place, to clean up the workspace and improve scrolling.
Each user has an audit trail of their own messages only, to undo accidental
deletes. Server-side search ensures rapid search. AdaptiveChat prioritises
speed, usability and security, making it an ideal solution for daily internal
communications. Like AdaptiveMessaging, it is fully integrated, ensuring all
messages remain within isolated, authenticated environments.

Human-centric design: While security is rigorous, the interfaces for
AdaptiveMessaging and AdaptiveChat are intuitive and easy to navigate,
allowing teams to communicate efficiently without special training. Security is
embedded rather than intrusive, so operational workflows remain smooth
while the attack surface is minimised.
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2.5 Human-Speed Integration

Fast deployment is often mistaken for efficiency, but in reality, hasty
integration introduces systemic risk. Adaptive follows a human-speed
philosophy, aligning deployment pace with comprehension, operational
validation and workflow readiness.

The integration process proceeds in phases:

1. Listen: Understand client business processes, operational nuances and
risk sensitivities

2. Roles and Permissions: Client-specific roles and permissions are
implemented and verified across all modules

3. Model: Simulate workflows and interactions, identifying potential failure
points

4. Validate: Test systems under realistic operational loads and scenarios

5. Deploy incrementally: Roll out features in controlled stages, monitoring
for anomalies and verifying functionality

This measured approach allows teams to verify configurations, confirm
dependencies and ensure automated processes align with business logic. The
result is a secure, reliable system that is operationally comprehensible from
day one, with security, workflows and operational continuity fully
maintained.

2.6 Operational Clarity and Noise Reduction

Security is not purely a technical discipline; it also encompasses human
interaction with systems. Excess alerts, redundant processes, or poorly
designed interfaces increase cognitive load, risk and operational friction.

Adaptive mitigates “operational noise,” reducing distractions and cognitive
load through clear, consistent and intuitive interfaces across all modules. For
example, in AdaptiveMessaging, only the first message in a thread appears in
the “Sent Items” view, reducing clutter and directing user attention to
actionable tasks. These design choices accumulate into measurable operational
gains, enabling teams to identify, isolate and remediate issues quickly when
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anomalies occur. By ensuring operational clarity, human errors or minor
incidents are contained, preventing cascading effects and supporting systemic

resilience.
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Section 3: Dependency-Driven Systemic Risk Mitigation

Effective systemic risk mitigation in enterprise software requires more than
securing individual modules; it demands visibility, control and containment
across operational workflows, dependencies and business processes.
Adaptive’s methodology emphasises dependency-driven risk management,
providing organisations with the tools to identify, evaluate and mitigate risks
across interconnected workflows — whether in formal projects, development
initiatives, cloud operations or system administration.

Even teams without a dedicated Project Management Office (PMO) can
benefit: AdaptivePPPM extends rigorous oversight of risk, dependencies and
resource allocation to all operational initiatives, ensuring that potential
cascading failures are identified early and contained before they impact
broader systems.

Examples:

= Head of Systems Administration: Can map server dependencies,
maintenance windows and patch schedules, visualising how delays or
failures in one system might affect others

= Cloud Operations Lead: Can link resource provisioning, capacity
planning and environment changes, identifying cascading effects before
they impact uptime or SLA commitments

= CTO or IT Leadership: Can monitor cross-team dependencies, prioritise
mitigation actions and simulate the operational impact of staff or system
outages

= Business Managers: Can plan projects, allocate resources and track risks
in workflows like product launches, marketing campaigns or compliance
initiatives

= Geo-Political Risk: Teams can define projects on any topic — from Geo-
Political Risk to internal process initiatives — creating parent, child and
grand-child tasks as needed and mapping dependencies across
workflows. This flexibility makes AdaptivePPPM applicable across
industries, departments and operational domains

Contact: cyber@adaptive-erp.co.uk
Adaptive is a division of IDCHECK Limited  Registered in England and Wales. Registered No: 10654004




RDAPTIVE ERP

By integrating both technical and business contexts, AdaptivePPPM allows
organisations to manage all operational risks and dependencies with a
consistent methodology, regardless of structure. Teams without a PMO gain
enterprise-level visibility, actionable insights and mitigation capabilities,
while project-focused teams continue to benefit from portfolio oversight and
structured workflows.

3.1 Operational Dependency Mapping

AdaptivePPPM provides comprehensive operational dependency mapping,
allowing business and technical users to link tasks, projects, resources and
portfolios. Seven types of dependencies are visualised in intuitive workflows,
enabling teams to identify potential cascading impacts before they materialise.

For example, a project manager in a business unit can see that a delay in a
procurement task will affect delivery milestones, while a systems administrator
can visualise dependencies between approvals and workflow automation
scripts, preventing misconfigurations from disrupting multiple modules.

Key features and examples:

= Role-based visibility: Users see only the tasks, projects or system
components they are authorised to access, maintaining security and
compliance

= Dynamic linking: Tasks, resources and workflows can be interlinked
across portfolios and projects, so that changes in one area automatically
reflect in dependent processes

= Business use case: A product launch manager can visualise
dependencies between marketing, logistics and sales tasks

= Technical use case: A cloud operations lead can map interdependencies
between microservices, virtual machines, storage and network
configurations, identifying critical nodes whose downtime would affect
multiple systems

= Systemicrisk focus: By mapping dependencies at the operational level
— not just at a project task level — organisations can proactively
prevent failures from propagating across workflows, departments or
technical environments
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3.2 Risk Registers and Assessment

AdaptivePPPM integrates fully configurable risk registers, for teams and supply
chain, capturing technical, operational, human-factor and external risks, for
both project and non-project activities. Risks can be scored based on
likelihood, potential impact and operational significance, creating a prioritised,
actionable view of organisational exposure.

For example, a CTO can document the risk of an unpatched database
integration, assign remediation tasks to the system administration team and
track progress through dashboards. Simultaneously, a business unit head can
capture potential delays in supply chain approvals and assign mitigation to
project owners, ensuring both operational and technical risks are addressed in
parallel.

Features and examples:

= Quantification and prioritisation: Risks can be scored based on
likelihood, impact and operational significance

= Operationally actionable: Users can assign owners, mitigation actions
and deadlines, linking risk directly to workflow decisions

= Business use case: A compliance officer logs regulatory risks fora new
product release, assigning mitigation steps and timelines

= Technical use case: A head of System Administration enters potential
failure points for database clusters or backup processes, assigns
mitigation responsibilities and tracks progress

= Auditability: Every update is logged, creating a verifiable record of risk
assessment and mitigation activity, supporting governance, security and
compliance requirements

3.3 Mitigation Planning and Containment

Mitigation planning in AdaptivePPPM addresses both prevention and
containment of systemic risk, with visibility and actionability for both business
and technical teams.
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Strategies and examples:

= Resource and workflow adjustment: Users can reassign tasks, adjust
schedules or modify dependencies to contain emerging risks

= Embedded controls: All actions respect role-based permissions, key-
based 2FA and client-specific access rules from Sections 1-2

= Scenario examples:

» Business: If a critical marketing task is delayed, downstream tasks
(e.g., advertising approvals or logistics) are flagged, allowing
managers to reallocate staff or adjust timelines

» Technical: If a database update is postponed, the system
highlights dependent servers and applications, allowing system
administrators to reschedule maintenance or implement backup
workflows to avoid operational disruption

This approach ensures that risks are contained where they occur, rather than
cascading across projects, departments or technical environments.

3.4 Continuous Monitoring and Operational Insights

AdaptivePPPM provides ongoing visibility and operational control through
customisable dashboards and “what-if” analysis (labour, materials and
financing), making it relevant for organisations with or without formal project
structures.

Features and examples:

= Customisable dashboards: Each user selects charts and workflow
visualisations relevant to their role, subject to module availability and
access permissions

» Business example: Portfolio managers track project milestones,
resource utilisation and budget variance

» Technical example: CTOs and system administrators monitor
server uptime, task completion, incident resolution and resource
bottlenecks in real time
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= What-if analysis: Users simulate potential changes in dependencies,
resource allocation or risks before committing to decisions

» Business: Simulate the impact of delaying a product launch on
supply chain tasks

» Technical: Simulate the effect of staff changes delaying a critical
system maintenance task or software update on dependent
workflows, to identify potential bottlenecks or conflicts before
they occur

= Operational relevance: Risk and dependency management applies to all
organisations, including those without formal PMOs. Teams can manage
operational processes, resources and risks with the same rigour and
insight as structured project teams

= Audit and compliance: Continuous logging and monitoring ensure
changes, mitigations and workflow adjustments are fully auditable,
maintaining systemic resilience, security and organisational
accountability

By integrating dashboards, scenario analysis and workflow-level controls,
AdaptivePPPM provides both business and technical stakeholders with
actionable insights to maintain operational stability, mitigate risk and make
informed decisions — whether they are leading a project, managing a
department or overseeing infrastructure.
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Scenario: Securing System Administrator Workflows

Context: A cloud environment has multiple interdependent services.

Problem: A misconfiguration in a backup workflow could cascade, affecting
database integrity and user access across several modules.

AdaptivePPPM Response:

= Dependencies between tasks, server configurations and scheduled
operations are visualised in the dashboard

= The system flags potential cascading effects of misconfigurations before
deployment

= Admins can adjust workflows or isolate affected resources to contain risk

= All changes are logged for auditability, maintaining compliance and
traceability

Outcome: System integrity is preserved, operational risk is minimised and
critical dependencies are visible in real time.

Scenario: Mitigating Cascading Risk Across Production Workflows

Context: A manufacturing client is running parallel production and logistics
workflows.

Problem: A delay in procurement approvals could cascade, impacting
production schedules, shipping and client deliveries.

AdaptivePPPM Response:
= Dependencies between tasks, projects and resources are visualised in
real time

= The system flags downstream tasks affected by the procurement delay

= Managers can reassign resources, adjust schedules or trigger alternative
workflows to contain risk

= All changes are logged for auditability, ensuring compliance and
traceability

Outcome: Operational continuity is maintained, delays are contained within
the affected workflow, while both business and technical teams remain aligned
on mitigation actions.

Contact: cyber@adaptive-erp.co.uk
Adaptive is a division of IDCHECK Limited  Registered in England and Wales. Registered No: 10654004




RDAPTIVE ERP

Section 4: Operationalising Systemic Security and Outcomes

Security is only meaningful when it evolves alongside the organisation.
Adaptive implements continuous validation, auditing and feedback loops,
ensuring that both risks and mitigations remain current. Features such as
customisable dashboards and dependency visualisations provide clarity and
facilitate monitoring and evaluation of dependencies, workflows and potential
impacts, before committing to decisions.

By embedding security and risk mitigations into every layer of operations,
Adaptive ensures that systemic risk is contained, measurable and
manageable, supporting both technical teams and business stakeholders in
maintaining enterprise-wide continuity.

4.1 Embedding Security into Operations

Adaptive integrates security and risk mitigations directly into operational
workflows. Automated controls, workflow validation, and continuous risk
assessment ensure that security is proactive, verifiable and part of the normal
day-to-day processes. Teams can focus on their tasks with confidence,
knowing that potential incidents are contained before they propagate across
the organisation.

For example:

= Workflow Isolation and Validation: financial transaction approvals or
critical task handoffs are automatically validated against predefined
rules (for example Kanban-Controlled). Any anomalous activity is
flagged, contained and audited, preventing errors or breaches from
cascading

= Shadow Invoicing: suppliers register and update products and prices,
with all changes subject to authorisation, before becoming active in the
system. When a purchase order is submitted, the system generates a
“shadow invoice” for internal validation. Payments staff can compare
against the supplier’s invoice to prevent price creep or fraud, while
suppliers retain control over product removal or updates. This ensures a
single source of truth for pricing and strengthens financial oversight,
without manual reconciliation errors.
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= Redundancy: validation of inventory and payment updates prevent
propagation of incorrect data across systems

These practices illustrate how security architecture is operational, not
theoretical, ensuring resilience without disrupting productivity.

4.2 Operational Observations and Verifications

Traditional metrics—such as counting BEC attempts, patch compliance or
system downtime — often fail to capture the true effectiveness of systemic
security. Many conventional measurements are reactive, context-dependent
or impossible to benchmark, rendering them largely irrelevant in a system
designed to prevent most compromises from day one. For example, once
messaging is internal-only and key-based 2FA is enforced, BEC attacks or
unauthorised logins cannot occur, making conventional counts meaningless.
Similarly, workflow errors are contained automatically, so “incidents” are no
longer a reliable measure of security effectiveness. Instead, focus shifts to
verifying controls, operational integrity and the effectiveness of systemic risk
mitigation. Any features mentioned — like customised dashboards or project
and risk dependencies — serve only as illustrative examples.

Observability and auditability become the key measures. Every action within
the system —file uploads, downloads, edits, messaging interactions, task
creation and dependency updates — is logged, providing a complete record of
system activity. This enables compliance verification, post-hoc analysis and
operational transparency, ensuring that security is embedded rather than
reactive.

Customised dashboards, project and risk dependencies allow business and
technical leaders to visualise dependencies, allocations and workflow status.
Teams can evaluate potential impacts of changes, anticipate cascading effects
and make operational decisions confidently. Embedded controls, role-based
access and key-based 2FA ensure users operate strictly within their authorised
scope, maintaining workflow integrity automatically.

Through these measures, Adaptive transforms systemic security from a
reactive, incident-based approach into a preventative, verifiable and
operationally embedded practice, ensuring risks are managed, dependencies
are visible and business-critical operations remain secure and auditable.
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4.3 Containment and Secure Workflows

Adaptive mitigates systemic risk through strict tenant and module isolation,
combined with user-based access controls. Each client environment is fully
segregated and users operate only within the permissions assigned to their
role, ensuring workflows and data remain confined to authorised boundaries.
This prevents errors or misconfigurations in one tenant or module from
affecting others.

4.3.1 Dangers of Cookies for Authentication

Many major online platforms continue to rely on cookies for session tracking
and authentication — a practice that can introduce both functional and security
issues. Cookies are stored on the client device and often persist beyond a
single session, which can lead to unintended exposure of sensitive information
or conflicts, when multiple sessions are active.

In private or incognito browsing modes, cookies may be blocked or cleared
automatically, causing sessions to fail or applications to behave unpredictably.
From a security perspective, cookies can be vulnerable to interception, cross-
site scripting (XSS), or replay attacks and their client-side storage inherently
limits the protection of sensitive information.

4.3.2 Benefits of sessionIDs

By contrast, sessionIDs and secure tokens provide a more reliable and secure
alternative. They are managed server-side, linked to an ephemeral session
state, maintain integrity across environments, prevent reuse and remain
compatible with private browsing.

Adaptive’s entire platform relies exclusively on sessionIDs and tokens, rather
than cookies for session tracking. This approach is critical for sensitive
operations, such as checkouts, to ensure sessions remain isolated, resilient and
protected against hijacking, while maintaining operational integrity.

By embedding these containment measures and secure workflow practices
across all modules, Adaptive minimises systemic risk, preserves operational
continuity and gives both technical and business teams the confidence that
they are operating in a secure environment.
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4.4 Continuous Operational Assurance

Adaptive embeds security into the core of everyday operations, ensuring that
systemic risk is continuously managed rather than addressed reactively.
Automated controls, workflow validation and auditable processes operate
across modules, maintaining integrity and resilience at every layer of the
system. By integrating security directly into operational workflows, both
technical teams and business stakeholders can focus on their objectives with
confidence that risk is actively contained and mitigations are consistently
applied.

Continuous monitoring and verification provide real-time visibility into
dependencies, allocations and workflow status. Dependency tracking and
scenario analysis simulations allow teams to anticipate potential disruptions,
evaluate cascading effects and make informed operational decisions before
issues arise. Role-based access, key-based 2FA and secure session
management ensure that users operate strictly within their authorised scope,
maintaining both workflow integrity and data confidentiality.

By embedding security in this way, Adaptive demonstrates that resilient,
auditable systems are achievable without sacrificing efficiency or user
experience. Security becomes a living part of enterprise operations—
measurable, enforceable and seamlessly aligned with business and technical
goals.

Together, these practices show that systemic security is not a one-off initiative
but an operational discipline. By incorporating verification, monitoring and
containment across workflows and modules, Adaptive ensures that risks are
continuously mitigated and enterprise operations remain resilient. This
foundation of continuous operational assurance sets the stage for further
strategic security initiatives, linking technical safeguards directly to
organisational outcomes.
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Section 5: Evidence, Verification and Operational Assurance

A central principle of systemic risk mitigation is verifiable evidence:
organisations need confidence that the security architecture, embedded
controls and operational processes actually work in practice. Rather than
relying on anecdotal assurances, Adaptive provides demonstrable proof that
isolation, embedded security and disciplined integration reduce systemic risk
across both business and technical workflows.

5.1 Clean CVE Record as Proof of Systemic Integrity

One clear indicator of systemic resilience is the absence of publicly disclosed
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) database.
Adaptive maintains a clean record, reflecting continuous code review,
proactive testing and adherence to a secure software development lifecycle.
Each module — whether for enterprise resource planning, document
management, messaging, or portfolio and project management — is designed
to operate independently. This modular isolation prevents systemic
vulnerabilities from emerging and offers clients tangible evidence that the
architecture itself reduces exploitable weaknesses.

5.2 Minimal and Verified Third-Party Dependencies

External integrations are a common source of systemic risk. Adaptive mitigates
this by maintaining a minimal dependency footprint: core modules are built
and maintained in-house, while only essential, verified connections to trusted
partners are allowed. Any changes to these dependencies undergo sandboxed
validation before deployment. By maintaining an extremely small and tightly
controlled set of third-party dependencies, compared with the hundreds or
thousands commonly found in other enterprise software, Adaptive achieves
verifiable security by drastically reducing systemic and supply chain exposures.

Contact: cyber@adaptive-erp.co.uk
Adaptive is a division of IDCHECK Limited  Registered in England and Wales. Registered No: 10654004




RDAPTIVE ERP

5.3 Operational Observability and Risk Verification

Metrics in traditional security contexts often fail to reflect true systemic risk
prevention. Adaptive focuses instead on embedded security, verifiable
workflows and audit trails. Actions and workflow changes are logged and
traceable, providing transparency for both technical and business
stakeholders. Dependency tracking and risk registers enable teams to
anticipate potential cascading effects, supporting operational decisions before
they are executed.

By combining evidence from architecture, dependency management, risk
registers, audit trails and operational observability, organisations can
confidently verify that security and risk mitigation measures are effective.
Adaptive’s approach demonstrates that systemic risk is not only contained but
measurable, verifiable and embedded into everyday enterprise operations.
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Section 6: Discussion and Conclusion

Systemic security risk is not an abstract concept — it is a tangible operational
challenge in modern enterprise software. Threats propagate rapidly through
interconnected workflows, shared dependencies and human activity.
Traditional approaches, relying largely on patching, perimeter defences or
reactive incident response, are insufficient to prevent cascading failures or
operational disruption and fail to handle persistent threats or compromised
supply chains.

Adaptive’s methodology demonstrates that systemic risk can be mitigated
effectively when security is embedded into architecture, operationalised
consistently and verified continuously. Principles such as isolation,
craftsmanship, human-speed integration and operational clarity are applied
across the platform, ensuring that both technical and business teams can
manage risk, monitor workflows and make informed decisions.

6.1 Integration of Principles into Practice

= Isolation: Failures, misconfigurations or operational errors are contained
within individual environments, preventing propagation across modules
or tenants

= Craftsmanship: Security is integrated from the outset, with rigorous
validation, simulation and workflow checks, producing operationally
resilient systems

* Human-Speed Integration: Deployments are aligned with
comprehension and workflow readiness, reducing the likelihood of
errors or oversights that could create systemic vulnerabilities

= Operational Clarity: Visibility into workflows and dependencies enables
rapid anomaly detection and measured responses, maintaining
continuity even under stress

By combining these principles, Adaptive converts theoretical security concepts
into verifiable, operational outcomes, bridging architecture and resilience.
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6.2 Evidence-Based Confidence

Traditional security metrics often fail to capture effectiveness in a system
designed to prevent incidents proactively. Instead, observability, audit trails
and operational verification provide measurable assurance. For example:

= Module and tenant isolation: combined with user-based access
controls, prevent inadvertent errors from propagating

= Minimal external dependencies: reduce exposure to third-party risk.
Each third-party dependency may itself be connected to hundreds of
other dependencies, creating a domino effect and systemic risk

= Continuous verification: dependency tracking and scenario analysis
allow organisations to anticipate potential disruptions before they occur.

These measures enable teams to evaluate systemic security rigorously, while
retaining operational responsibility. Adaptive provides the tools, but decisions
and workflow ownership remain with authorised staff, ensuring accountability
and transparency.

6.3 Thought Leadership and Guidance

This white paper is intended as an educational contribution to the enterprise
security community. Its goal is to demonstrate that systemic security risk can
be managed in live software, with measurable and repeatable outcomes. It
encourages adoption of architectural principles prioritising resilience,
operational clarity and verification over reactive or ad hoc solutions.

These measures enable teams to evaluate systemic security rigorously, while
retaining operational responsibility.
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6.4 Conclusion

In a hyper-connected digital environment, systemic risk cannot be eliminated
— but its impact can be contained. Security becomes a living part of
enterprise operations: embedded in workflows, code and operational
decisions. By combining isolation, craftsmanship, controlled integration and
continuous verification, organisations can ensure operational continuity,
maintain business confidence and mitigate risk without compromising usability
or efficiency.

Adaptive provides the tools for risk-aware decision-making, but decisions and
workflow ownership remain with authorised staff, ensuring accountability and
transparency. By embedding controls, audit trails and containment into every
module, organisations can prevent inadvertent errors from propagating,
creating a repeatable methodology for measurable and verifiable security
outcomes.

Ultimately, systemic security is not an afterthought — it is a design choice: a
practice and a verifiable operational reality. Organisations that prioritise these
principles can move beyond reactive security, achieving both resilience and
strategic confidence.

Footnote

'shadow Invoice: This is an internally generated invoice that can be compared against a
supplier’s submitted invoice, allowing payments staff to validate prices and quantities
against authorised records. By maintaining a parallel, verifiable reference, the system
mitigates the risk of price creep, errors or fraud, while ensuring operational and financial
transparency.

“Shadow invoices” are commonly used by hedge funds for independent tracking and
validation of third-party administrator transactions, providing a parallel reference for
reconciliation and fraud prevention. In Adaptive, the term reflects the same principle, but is
applied to supplier pricing.
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